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Abstract

Atrtificial intelligence (Al) systems introduce novel cybersecurity challenges both as vulnerable targets and
as potential threat vectors. This report presents a state-of-the-art analysis of cybersecurity risks to Al,
such as adversarial attacks, data poisoning, and model inversion, and risks from Al, including automated

phishing, deepfake generation, and adaptive malware.

It outlines the dual role of Al in cybersecurity,

explores actor motivations ranging from nation-states to insiders, and reviews methodologies, taxonomies,
and tools for Al-specific threat modeling and mitigation. The findings highlight the need for integrated
approaches that combine robustness, transparency, and continuous monitoring to secure Al systems and
prevent their misuse. The analysis is supported by a structured review of the literature of academic and
gray sources, which reveals dominant themes such as generative Al, adversarial attacks, and governance

gaps.

1 Introduction

Artificial intelligence (Al) is increasingly embedded
in critical infrastructure and digital systems, offering
transformative capabilities in all sectors. However,
its integration introduces a distinct set of cybersecu-
rity challenges that differ fundamentally from those
found in traditional IT environments. Unlike rule-
based systems, Al models are data-driven, adap-
tive, and often opaque, making them susceptible to
emergent risks and novel attack vectors [1}, 12, [3].

This report investigates cybersecurity threats both
to and from Al systems. On one hand, Al mod-
els are vulnerable to adversarial manipulation, data
poisoning, and model inversion [4}, 5]. On the other
hand, they can be weaponized to automate cyber-
attacks, generate misinformation, and amplify mali-
cious capabilities [6, 7, [8].

Figure [1] shows the dual role of Al, as both a tar-
get and a threat vector, which requires a rethinking
of cybersecurity strategies, combining conventional
defenses with Al-specific robustness and gover-
nance mechanisms [9].
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Figure 1: Al's dual role in cybersecurity, as a target and as a
threat vector.

This report summarized findings from a structured
review of academic and grey literature published
between 2021 and 2025, covering both technical
and governance aspects of Al security. It outlines
the need for structured methodologies, taxonomies,
and tools to assess and mitigate Al-related risks,
and sets the stage for a multi-actor perspective,

recognizing the diverse motivations behind Al ex-
ploitation, from nation-states and cybercriminals to
insiders and design flaws. The following sections
present the main categories of threats to and from
Al, provide an overview of relevant frameworks and
tools, and summarize the key insights that readers
can apply in risk assessment, system design, and
security planning.

2 Cybersecurity Threats to Al

Al systems differ fundamentally from traditional IT
systems in how they process information, learn
from data, and adapt to new contexts. This makes
them vulnerable to a range of new and emerging cy-
bersecurity threats that conventional defenses are
not designed to handle [1], 2] [3].

One major category of threats involves adver-
sarial attacks, in which inputs are intentionally
crafted to fool the model into making incorrect deci-
sions. These attacks can undermine the reliability
of Al systems in critical applications such as au-
tonomous control or anomaly detection [7), [10].

Another significant threat is data poisoning, which
targets the training phase by injecting malicious
data that corrupt the behavior of the model or em-
bed hidden backdoors [2, [11]. These attacks are
particularly dangerous because they can remain
undetected until the model is deployed. This risk
can be reduced by validating and filtering training
data prior to ingestion, as demonstrated in stud-
ies showing how poisoned samples can alter model
behavior and how proper data screening mitigates
such manipulation [2].

Model inversion and membership inference at-
tacks aim to reconstruct or identify sensitive data
from model output, posing serious privacy risks
when Al systems process personal or proprietary
information [4].

Additionally, data leakage can occur when pri-



vate information is unintentionally exposed through
model parameters or output. This is especially crit-
ical in regulated domains such as healthcare or fi-
nance [12, 4].
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Figure 2: Al system lifecycle stages and vulnerabilities.

These threats compromise the confidentiality, in-
tegrity, and trustworthiness of Al systems. Miti-
gation strategies include adversarial training, ro-
bust data validation, explainability tools, and con-
tinuous monitoring [9, 5]. However, securing Al
requires a shift in mindset, blending cybersecu-
rity with machine learning robustness and respon-
sible Al practices. For example, adversarial train-
ing can harden image-classification models by ex-
posing them to perturbed inputs during training, a
technique shown to significantly improve robust-
ness against evasion attacks [3]. Other threats
such as model inversion and membership inference
require mitigation techniques that limit unintended
information leakage. For instance, restricting con-
fidence outputs and controlling model access can
reduce exposure to model inversion attacks [12],
while regularization and privacy-preserving mech-
anisms such as differential-privacy-inspired noise
addition help decrease susceptibility to member-
ship inference [4, [13]. As shown in Figure |2, vul-
nerabilities occur throughout the Al lifecycle, from
data collection to deployment and monitoring.

3 Cybersecurity Threats from Al

While Al systems are vulnerable to attacks, they
also pose significant risks as tools for cyber of-
fense. Malicious actors increasingly exploit Al tech-
nologies to automate, scale, and enhance the ef-
fectiveness of cyberattacks [6, [14, [15].

One prominent threat is automated phishing and
social engineering, where language models gen-
erate convincing and personalized messages at
scale. For instance, generative Al systems have
been shown to create highly personalized phishing
emails that mimic internal communication patterns,
significantly increasing click-through success rates.
This reduces the barrier to launching widespread
and targeted attacks, making traditional detection
methods less effective [6, [16]. Recent incident re-

ports have documented the use of large language
models to craft targeted spear-phishing emails that
successfully bypassed enterprise defenses, illus-
trating how Al-generated content is already being
deployed in real-world attacks [135].

Deepfakes and synthetic media represent an-
other growing concern. Al-generated videos, im-
ages, and voices can be used for impersonation,
disinformation, and fraud. These techniques un-
dermine public trust and can be weaponized to
manipulate social discourse or defame individuals
[15,17].

Adaptive malware powered by Al can learn and
evolve to evade traditional security measures. A
concrete example is Al-generated malware that au-
tomatically mutates its code to bypass signature-
based detection tools, a trend documented in re-
cent analyses of emerging Al-enabled malware
families [18]. Unlike static threats, these systems
adapt over time, rendering signature-based detec-
tion tools obsolete [9, [18].

Al also accelerates credential stuffing and vul-
nerability discovery, enabling attackers to auto-
mate reconnaissance and exploit systemic weak-
nesses across platforms [5] [19].

In strategic contexts, Al is deployed in au-
tonomous weapon systems, mass surveillance,
and cyberwarfare operations. These applications
raise ethical and regulatory concerns, especially
when Al systems operate with limited human over-
sight [6, 20, 21].

The use of Al as a threat vector increases the scal-
ability, stealth, and impact of cyberattacks. Defend-
ers must adopt more sophisticated countermea-
sures, including adversarial testing, explainability
tools, and continuous monitoring to mitigate these
risks [9, 5.

4 Al as a Strategic Weapon

Beyond conventional cybersecurity threats, Al tech-
nologies are increasingly deployed in strategic and
geopolitical contexts. These applications raise eth-
ical, regulatory, and operational concerns, particu-
larly when Al systems operate with limited human
oversight [6), 21].

Autonomous weapon systems represent a ma-
jor shift in military capabilities. Al enables drones
and platforms to operate independently, transition-
ing from human-in-the-loop to human-on-the-loop
configurations. For example, human-on-the-loop
drone systems can autonomously select and track



targets, raising escalation risks if misclassification
or communication failures occur during high-tempo
operations [21]. This shift introduces accountabil-
ity challenges and increases the risk of unintended
escalation in conflict scenarios [6} [20].

Mass surveillance is another strategic use of Al,
where facial recognition and behavioral monitor-
ing systems are deployed by state actors. A well-
documented example is the deployment of large-
scale facial-recognition networks in authoritarian
regimes to identify dissidents and monitor public
behavior in real time, enabling systemic repression
through automated surveillance [22]. These tech-
nologies can erode privacy, suppress dissent, and
enable authoritarian control, especially in environ-
ments lacking regulatory safeguards [22, 23, 17].

Al also plays a role in cyberwarfare operations,
where nation-states integrate Al into offensive and
defensive cyber capabilities. This includes au-
tomated threat detection, strategic targeting, and
adaptive response mechanisms. The integration of
Al into national defense infrastructures introduces
a new arms race dynamic in cyberspace, with un-
clear international norms and limited transparency
[24].

These developments blur the line between civilian
and military uses of Al, underscoring the need for
robust governance frameworks, international coop-
eration, and ethical oversight.

5 Threat Actors and Motivations

Securing Al systems requires understanding the di-
verse actors who exploit or target them, each driven
by distinct motivations and capabilities [9, |6} 25].

Nation-states pursue Al-driven capabilities for
strategic, surveillance, and offensive purposes. Al
enhances national defense mechanisms, enabling
autonomous cyber warfare, automated threat de-
tection, and mass surveillance. For example, na-
tional cyber units increasingly use Al-driven au-
tomation to accelerate vulnerability discovery and
route reconnaissance, shortening the preparation
time for offensive cyber operations [6]. These ac-
tors may exploit vulnerabilities in Al systems to gain
geopolitical advantages or disrupt adversary infras-
tructures [24].

Cybercriminals use Al technologies to automate
and scale traditional criminal activities such as
ransomware, data theft, and fraud. Al-generated
phishing emails, credential stuffing, and deepfake
content increase the effectiveness and reach of
these attacks [6, 119, [15].

Insiders, including employees or contractors with
privileged access, may intentionally or unintention-
ally exploit Al vulnerabilities. Their access allows
them to bypass external defenses and trigger at-
tacks that leverage Al to evade detection [26, 27].
A simple example is an insider modifying training
data or model parameters to degrade a system’s
accuracy or embed hidden behaviors, a manipula-
tion that can be difficult to detect without robust au-
diting mechanisms [28].

Unintentional triggers arise from flawed models,
insufficient training data, or lack of oversight. These
can lead to unpredictable behavior or vulnerabilities
that are later exploited by malicious actors. Such
risks often stem from design flaws or inadequate
testing rather than deliberate intent [1}, 29].

Figure [3)shows the main categories of threat actors,
nation-states, cybercriminals, insiders, and unin-
tentional triggers, along with their primary motiva-
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Figure 3: Key threat actors and their primary motivations in
exploiting Al systems.

Each actor type contributes to the multifaceted
threat landscape surrounding Al systems. Their
motivations, ranging from geopolitical dominance
to financial gain or negligence, must be consid-
ered when designing threat models and mitigation
strategies.

6 Methodologies and Frameworks

Effective cybersecurity for Al systems requires
structured methodologies that go beyond tradi-
tional IT risk management. These methodologies
guide the identification, assessment, and mitigation
of Al-specific threats, incorporating both technical
and organizational dimensions. Methodologies and
frameworks provide structured, often governance-
oriented processes for identifying, assessing, and
managing Al security risks across the system lifecy-
cle. Several frameworks have emerged to address
the unique challenges posed by Al:



* NIST Al Risk Management Framework (Al
RMF) defines four core functions, Govern,
Map, Measure, and Manage, to help orga-
nizations systematically address risks across
the Al lifecycle [30]. For instance, an organi-
zation deploying an Al-based fraud detection
system can use the ‘Map’ and ‘Measure’ func-
tions to identify data-quality risks and eval-
uate model robustness before the system is
moved into production.

* ISO/IEC 23894:2023 complements general
information security standards (e.g., ISO/IEC
27001) by introducing Al-specific risk con-
siderations, including emergent behavior and
data-centric vulnerabilities [31} 132].

+ OCTAVE and FAIR provide strategic model-
ing and risk quantification tools. OCTAVE
focuses on organizational context and asset
prioritization, while FAIR enables probabilis-
tic analysis of threat events and their impact
(33, 134].

* TARA (Threat Assessment and Remedia-
tion Analysis), developed by Intel, offers a
structured approach to identifying and prior-
itizing threats based on attack vectors and
system exposure [35]. As an example, TARA
can be used to prioritize threats to an Al-
enabled authentication system by identifying
high-impact attack vectors such as model in-
version or credential spoofing, allowing secu-
rity teams to focus mitigations where expo-
sure is greatest.

» Structured Assurance Cases (SACs) are
increasingly used in regulated environments
to formally justify that Al systems meet de-
fined safety and security goals. These cases
support compliance and traceability in high-
assurance domains [36].

These methodologies support a shift from reactive
to proactive security management, enabling orga-
nizations to anticipate and mitigate risks before de-
ployment. They also facilitate alignment with gover-
nance frameworks and stakeholder expectations.

7 Taxonomies and Classification
Models

To effectively manage cybersecurity risks in Al sys-
tems, it is essential to apply structured taxonomies
and classification models. These frameworks help
categorize threats, vulnerabilities, and impacts, en-
abling systematic threat modeling and mitigation.

Taxonomies and classification models serve as
conceptual lenses for categorizing threats, vulner-
abilities, and impacts, and are typically used within
a larger methodology to structure analysis. Sev-
eral established models have been adapted for Al-
specific contexts:

* STRIDE categorizes threats into Spoofing,
Tampering, Repudiation, Information Disclo-
sure, Denial of Service, and Elevation of Priv-
ilege. In Al systems, it is used to iden-
tify vulnerabilities such as adversarial in-
puts, data tampering, and model extraction
[28]. For example, applying STRIDE to an
image-classification pipeline may reveal tam-
pering risks where adversaries manipulate in-
put data, or spoofing risks where attackers
impersonate legitimate data sources to influ-
ence model behavior.

» The CIA Triad, Confidentiality, Integrity, and
Availability, remains foundational for assess-
ing Al risks. It is particularly relevant for eval-
uating threats like data leakage, model cor-
ruption, and service disruption [37].

* LINDDUN focuses on privacy threat model-
ing, especially for Al systems handling sensi-
tive personal or behavioral data. It supports
the identification of risks related to linkability,
identifiability, and non-repudiation [38].

« The OWASP Machine Learning Security
Top 10 provides a curated list of critical
threats to Al systems, including adversar-
ial inputs, insecure data pipelines, model
theft, and poisoning attacks [39]. A con-
crete example is model inversion, where an
attacker queries a deployed model to recon-
struct sensitive information about individuals
in the training data, a threat highlighted ex-
plicitly in OWASP’s ML security guidance [5].

« MITRE ATT&CK for ML and MITRE AT-
LAS extend traditional adversarial frame-
works to cover Al-specific tactics and tech-
niques. These include model inversion, eva-
sion, and poisoning, offering detailed map-
pings of attack paths and countermeasures
[27].

» Al-adapted attack trees and red teaming
frameworks simulate real-world adversarial
scenarios, helping analysts trace potential
compromise pathways and evaluate system
resilience [40].

These classification models support both proactive
and reactive security strategies. They enable de-



fenders to anticipate attack vectors, assess sys-
tem exposure, and implement targeted mitigations
aligned with Al system behavior and deployment
context.

8 Tools for Al Security Analysis

A growing ecosystem of tools supports the iden-
tification, analysis, and mitigation of cybersecurity
threats in Al systems. Tools provide practical and
operational mechanisms that implement or rein-
force the methodologies and taxonomies described
in the previous sections. They include testing en-
vironments, documentation systems, red teaming
platforms, and diagnostic utilities that assist prac-
titioners in evaluating system robustness and ad-
dressing Al-specific vulnerabilities. Together, these
tools span threat modeling, adversarial testing, ex-
plainability, and operational monitoring, and they
enable both proactive and reactive security strate-
gies.

» Threat modeling tools such as OWASP
Threat Dragon and Microsoft’s Threat Mod-
eling Tool assist in building structured threat
maps using frameworks like STRIDE. These
tools help visualize attack surfaces and prior-
itize mitigation efforts [39, 41].

» Adversarial testing environments like IBM’s
Adversarial Robustness Toolbox (ART) and
SecML allow researchers and practitioners to
simulate adversarial scenarios and evaluate
model resilience. These platforms support ro-
bustness testing against evasion, poisoning,
and inversion attacks [42, 43]. For example,
ART can be used to generate adversarial per-
turbations against image-classification mod-
els to assess whether small input modifica-
tions can force misclassification, enabling se-
curity teams to evaluate evasion susceptibility
under realistic attack conditions.

« Explainability and documentation tools
support transparency and governance.
Google’s Model Card Toolkit standardizes
model reporting, while Microsoft's Respon-
sible Al Dashboard adds bias detection, fair-
ness metrics, and error analysis [44, 41]. For
example, a model card for an Al-based credit-
scoring system can document training data,
performance limits, and fairness metrics for
compliance. Teams should maintain model
cards, enable post-deployment explainabil-
ity, and use continuous monitoring to ensure
transparency.

* Red teaming frameworks and Al-adapted
attack trees simulate real-world adversarial
behavior, helping organizations identify un-
known vulnerabilities and test system robust-
ness under realistic conditions [40].

 Structured Assurance Cases (SACs) pro-
vide formal documentation of how Al sys-
tems meet safety, security, and compliance
goals, particularly in regulated domains such
as healthcare, finance, and defense [36].

These tools support a lifecycle approach to Al se-
curity by enabling threat anticipation during design,
resilience testing during development, and contin-
uous monitoring during deployment. They are in-
creasingly used in industry, although with vary-
ing applicability. Microsoft and IBM platforms inte-
grate naturally into enterprise environments, while
Google’s Model Card Toolkit is widely used for doc-
umentation and is often complemented with sector-
specific security solutions in regulated domains.

9 Stakeholders and Governance

Securing Al systems against cybersecurity threats
requires coordinated efforts across technical, regu-
latory, and policy domains. A diverse set of stake-
holders contribute to the development of standards,
frameworks, and best practices for Al security gov-
ernance.

* NIST (USA) plays a central role in defining
Al risk management methodologies, includ-
ing the Al RMF and the broader Cybersecu-
rity Framework [45]. For example, organiza-
tions adopting the NIST Al RMF often use
it to align their internal model development
and monitoring practices with structured gov-
ernance requirements, helping ensure that Al
systems meet defined security and reliability
criteria [10].

* ISO/IEC (Global) provides technical stan-
dards for Al lifecycle management, system ro-
bustness, and information security. ISO/IEC
23894:2023 specifically addresses Al-related
risks [31} 132].

» ENISA (EU) publishes threat taxonomies and
guidance documents tailored to Al threat sce-
narios [46]. A practical example is ENISA’s
guidance being used by operators of criti-
cal infrastructure, such as energy networks,
to assess Al-related vulnerabilities and align
their risk assessments with EU-wide cyberse-
curity recommendations.



* European Commission enforces compli-
ance through instruments such as the Al Act
and GDPR [47].

+ OECD contributes high-level governance
principles and policy recommendations for
trustworthy Al [48].

Supporting institutions include:

* MITRE, which develops adversarial modeling
frameworks such as ATT&CK for ML and AT-
LAS [27].

+ IEEE, which focuses on ethical Al standards,
transparency, and bias mitigation [49].

+ CISA (USA) and ECCC (EU) contribute
through infrastructure protection, vulnerability
alerts, and innovation support [50 51].

These stakeholders collectively shape the gover-
nance ecosystem for Al cybersecurity. Their con-
tributions span technical standards, regulatory en-
forcement, ethical guidance, and operational sup-
port, highlighting the need for multi-stakeholder col-
laboration to address the complex risks posed by Al
systems.

10 Literature Search Approach

This section outlines the methodology used to iden-
tify and analyze relevant literature on cybersecu-
rity threats to and from Al systems. A dual-source
strategy was employed, combining academic and
grey literature to ensure comprehensive coverage
of technical, organizational, and policy dimensions.

Semi-Structured Academic Search

A semi-structured search was conducted using
Google Scholar, targeting peer-reviewed publica-
tions from 2021-2025. Seven search strings were
formulated to capture the dual role of Al in cyberse-
curity:

» Cybersecurity risks to and from Al systems

+ Al in cyberattacks and cyber defense

» Adversarial attacks and model vulnerabilities
» Al-enabled threats and generative attacks

» Broad phrase-based discovery

+ Al in critical infrastructure contexts

* Robust and secure Al model development

Inclusion  criteria  required relevance to
Al-cybersecurity intersections, credible sources,
and technical or policy-level insights. Exclusion
criteria filtered out ethics-only papers, unverifiable
sources, duplicates, and outdated items.

Grey Literature Search

A complementary search targeted authoritative
non-academic sources, including reports from
NIST, OWASP, ENISA, OECD, IBM, and De-
loitte. Grey literature refers to such non-academic
sources, typically not peer-reviewed, including in-
dustry reports, policy briefs, technical documen-
tation, and standards published by public agen-
cies and private organizations. These materials of-
ten provide practical insights and early signals that
complement academic research.

To ensure consistency, the same balanced query
logic used in the academic search was applied.
These grey literature sources contributed practi-
cal and policy-level perspectives that frequently
precede formal academic publication, offering a
broader understanding of the cybersecurity impli-
cations of Al systems.

Summary of Findings

The combined search yielded a total of 212 unique
sources, consisting of both academic and grey lit-
erature. These results are summarized in Table [f]
which outlines the initial records, filtering steps, and
final retained items for each source type.

Table 1: Summary of Literature Search Results

Source Type Initial Records After Filtering Final Retained
Academic (Google Scholar) ~300 286 unique 154
Grey Literature 85 65 unique 58
Total Retained — — 212

This consolidated dataset forms the basis for the thematic analysis presented in the following chapters,
enabling a structured understanding of cybersecurity threats related to Al systems.



11 Search Results

This section outlines key patterns from both aca-
demic and grey literature searches. The academic
search spans years, platforms, and topics, while the
grey literature offers focused insights from industry
and policy. Together, they reflect emerging priori-
ties in Al-related cybersecurity.

Analysis of Academic Search Results

The academic search yielded 154 references, re-
vealing clear temporal and thematic trends. Fig-
ure @] shows the yearly distribution of academic ref-
erences, highlighting a sharp increase in 2024.
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Figure 4: Yearly distribution of academic references.

Publications surged in 2024 (77 references), re-
flecting heightened attention to cybersecurity con-
cerns and emerging Al-related themes. The lower
count for 2025 (37 references) likely reflects the tim-
ing of the search, as many 2025 publications may
not yet have been released or indexed (mid June).
Figure [ shows academic topic trends across
years. Cyber Risk & Defense and Threat Detec-
tion dominate the thematic landscape, with sharp
increases in 2024.
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Figure 5: Academic topic trends across years.

Adversarial Al also shows strong presence, while
Generative Al rises in 2024 but remains secondary
compared to these leading themes. Governance
and Privacy emerge as secondary but growing top-
ics. Explainable Al and loT Security remain rela-
tively stable and less represented. Generative Al
growth is likely underrepresented in these metrics
because it often serves as a supporting tool or tech-
nique across other topics, and its sharp rise from
2024 onward suggests an accelerating influence on
the overall thematic landscape.

Figure [6] presents the source breakdown, with Re-
searchGate as the leading platform.
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Figure 6: Source breakdown of academic references.

ResearchGate accounts for the largest share (66
references), followed by IEEE (22) and Springer
(15). Preprint platforms such as arXiv (8) and
SSRN (9) indicate a strong pre-publication culture.
Other sources collectively contribute 34 references,
reflecting diversity in dissemination.

Analysis of Grey Literature Search Results

The grey literature search yielded 58 references,
revealing clear temporal and thematic trends. Fig-
ure 7] shows the yearly distribution of grey literature
references, highlighting a sharp increase in 2024.
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Figure 7: Yearly distribution of grey literature references.



Publications surged in 2024 (25 references), re-
flecting heightened industry and policy attention to
Al-related cybersecurity risks. The lower count for
2025 (14 references) reflects that the search was
conducted before the end of the year (late October),
and the dataset therefore only includes publications
indexed up to that point. Additional references are
likely to appear as the year progresses.

Figure [8] illustrates topic trends across grey litera-
ture. Threat Detection dominates in 2024 and re-
mains significant in 2025.
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Figure 8: Grey literature topic trends across years.

Adversarial Al maintains a moderate presence
across the period, while Generative Al is limited in
absolute counts. Governance and Critical Infras-
tructure appear consistently, though at modest lev-
els. Generative Al's influence is likely understated
in these metrics because it often supports other ar-
eas, and its emerging role suggests potential for
significant growth in future grey literature.

Figure [9] presents the source breakdown, grouped
by publication type.
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Figure 9: Source breakdown of grey literature references.

Industry reports account for the largest share (15
references), followed by Academic Research (12)
and Unclassified sources (12). Other categories in-
clude Magazines, Blogs & Articles (6), Standards
& Frameworks (5), Threat Intelligence & Security
Vendors (3), Policy & Governance (3), and Hybrid
Sources (2). This distribution reflects broad en-
gagement across industry, academia, and policy
domains, with Unclassified sources indicating di-
verse contributions beyond formal categories.

While academic sources emphasize technical
mechanisms such as adversarial robustness and
model inversion, grey literature tends to highlight
operational concerns, governance, and real-world
deployment risks. Explainable Al and loT security
appeared less frequently, suggesting potential gaps
in current research and industry focus despite their
relevance to transparency and edge deployment.

Limitations of the Literature Search

The academic and grey literature searches in this
report were conducted using structured queries
and filtering criteria, with the following limitations.
The search was finalized in mid June and late Octo-
ber 2025, which means recent publications may be
underrepresented, especially for the current year.
The academic search relied primarily on Google
Scholar, which may favor open-access platforms
and preprints. The grey literature search focused
on major organizations and vendors, potentially
overlooking smaller or regional sources. Addition-
ally, the phrasing of search strings and exclusion of
ethics-only papers may have limited the scope of
interdisciplinary insights. These factors affect the
scope and balance of the findings.

Summary of Search Results

The combined literature search yielded 212 re-
tained sources: 154 academic and 58 grey litera-
ture references. Academic publications showed a
sharp increase in 2024, driven by interest in gener-
ative Al, adversarial attacks, and cybersecurity ap-
plications. Grey literature followed a similar trend,
with industry and policy reports emphasizing threat
detection, governance, and critical infrastructure
protection.

Generative Al emerged as a rapidly growing theme
across both datasets, alongside adversarial Al, cy-
ber risk and defense, and governance, and is ex-
pected to influence other areas as a supporting
technique. Explainability and privacy were present
but less prominent. Academic sources were pri-
marily retrieved from platforms like ResearchGate,
IEEE, and Springer, while grey literature was drawn



from organizations such as NIST, ENISA, OWASP,
and IBM.

Together, the results reflect a convergence of tech-
nical and strategic concerns, with growing attention
to Al-specific vulnerabilities, threat modeling frame-
works, and governance mechanisms. For complete
reference lists, see |Appendix Aland|Appendix Bl

12 Conclusion

The integration of artificial intelligence into critical
systems introduces a dual cybersecurity challenge:
protecting Al systems from exploitation and pre-
venting their misuse as threat vectors. This report
has outlined the state of the art in both domains,
highlighting emergent vulnerabilities such as ad-
versarial attacks, data poisoning, and model inver-
sion, as well as offensive capabilities including au-
tomated phishing, deepfake generation, and adap-
tive malware.

Key insights include:

» Al systems need specialized security strate-
gies that go beyond traditional IT defenses.
These include adversarial robustness, ex-
plainability, and continuous monitoring.

» The dual role of Al, as both target and tool,
complicates threat modeling and necessitates
integrated approaches to risk management.

» A wide range of actors, from nation-states to
insiders, exploit Al systems for strategic, fi-
nancial, or disruptive purposes. Their moti-
vations must inform mitigation strategies.

» Methodologies such as NIST Al RMF
ISO/IEC 23894, FAIR, and SACs provide
structured approaches to Al risk governance.

» Taxonomies like STRIDE, OWASP ML Top
10, and MITRE ATLAS support systematic
threat classification and adversarial scenario
modeling.

+ Tools for threat modeling, adversarial testing,
and explainability are essential for securing Al
across its lifecycle.

» Multi-stakeholder governance, spanning
technical standards, regulatory enforcement,
and ethical oversight, is critical to addressing
the complex risks posed by Al technologies.

» Securing Al requires a lifecycle approach:
start with resilience by design (threat mod-
eling, assurance cases, robustness testing)
and extend to deployment transparency and
continuous monitoring.

Looking ahead, emerging intersections between Al
and quantum computing, as well as the rise of au-

tonomous agents, may introduce new threat sur-
faces. Continued research is needed to anticipate
these developments and adapt existing frameworks
accordingly. The literature search reinforces these
findings, revealing a strong academic focus on gen-
erative and adversarial Al, and complementary grey
literature insights from industry and policy actors.
Together, they highlight a convergence of technical
innovation and strategic concern, underscoring the
urgency of coordinated responses across sectors.

In conclusion, securing Al systems demands a
multidisciplinary effort that combines cybersecu-
rity expertise, machine learning robustness, and
responsible governance. Future work should fo-
cus on harmonizing standards, improving tool in-
teroperability, and fostering international collabora-
tion to ensure that Al technologies remain trust-
worthy and resilient. This includes aligning tech-
nical safeguards with legal and ethical standards
across jurisdictions, that is, across different regu-
latory systems, national laws, and sector-specific
governance frameworks.
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Al is transforming cybersecurity, and also reshaping its threat
landscape. This report shows why securing Al demands more than
patching, it requires resilience by design, transparency in deployment,
and collaboration across sectors. The risks are real, the actors are
diverse, and the tools are evolving. The time to act is now.
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